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Objective and constraint Attack/countermeasures

» Power Analysis attack exploits the correlation between the power
consumption and the intermediate in the state of the art we can find
(Differnatial analysis attack, Template Attack...).

» Several countermeasures have been proposed to secure the AES
algorithm in software and hardware implementation and can be
divide into two main groups:

» Hiding: uniformization and randomization of the power

consumption.
AES AlgO rithm = Masking: randomize the intermediate value that is processed.
» AES (Rijndael ) cryptographic algorithm Our ContrlbUthn

» the Advanced Encryption Standard (AES) is a symmetric cryptographic
algorithm mathematically secure has been proven to be vulnerable against
side channel attack.

» our purpose is to complexity side channel attack for a hardware architecture
while maximizing the performance and minimizing the area overhead.
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Area/performance results comparison

Unprotected : :
'mol : Shuffled impelmentation
3-bit AES MRIEIMED LI, _ _ To estimate the area overhead, we chose a compact AES
imp|ementation/performa Patranabis S et al Patranabis S et al Sasdrich P Implementation [1] and we implementEd it on a
nce Chu and Benaissa [1] XC5VLX50d XC5VLX5% SRy T Spartan-6 then we modified it for shuffling, we shuffled
One roun two roun implementation have the smallest latency among
el el XC6SLX4 [3]
shuffling [2] shuffling [2] shuffled implementation. and the area have an
Clock frequency /3Mhz 82,44Mhz 70,02Mhz 90Mhz overhead of x2 compared to the unprotected compact
latency 160 n/a n/a 1471 AES implementation
toungput 58.13Mbps n/a n/a 7.82Mbps
slice 30 403 503 24
Slice LUT n/a 842 1188 94
Slice Register n/a 464 689 29

Table 1. result and comparaison.

Conclusion

disabled permutation Enabled permutation
1 . . . . . . . ) l 0.35 . . l l l l l l l The shuffled implementation have an area and latency overhead of 2
ool . time the compact implementation [1],compared to related work [3] the
t ] latency is lower ,the security is evaluated to have a coefficient of 250.

Cpa attack against unprotected/protected AES
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This work is in progress, until now we have simulated 1300000 power
traces and 2 Bytes were recovered the factor is superior to 4000 .

o T | | We the hamming weigh model the randomization on storage cannot be
0] ] evaluated, in the future we will perform CPA attack on measured power

0al ] 0.15} : traces and perform a TVLA evaluation.
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Figure 3. CPA Attack on AES with 16! permutatio)r(m.zooO

Figure 3. CPA Attack on AES without permutation .

We performed a CPA attack with no permutation with the hamming weight model and all the key byte
were recovered with 300 power traces, and by attacking only the 16 points of the spit we managed to
recover one byte of the key after 230000 power traces.On [2] CPA attack was performed and the secret key
was recovered with a factor of 250.
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